Privacy Notice

Protection of our users' personal data is very important to us. Users can expect us to
handle their data as carefully and discretely as possible and to provide a high degree of
data security. It goes without saying that we comply with the regulations of the applicable
data protection legislation, and we will collect and process our users' personal data only to
the extent described in the present privacy notice.

By clicking the corresponding checkbox when registering for our service, users grant us
permission to collect, process, and use their personal data to the extent specified within
the scope of the data processing processes described below.

A user may, of course, revoke this consent at any time. Revocation can be sent to us
— mokono GmbH, Oranienstr. 183, D-10999 Berlin — in writing. An e-mail sent to our cus-

tomer service at support@blog.de is also sufficient. Users can also request written or
electronic information regarding stored personal data by writing to this address.

1. Purpose of Data Collection and Use of Data

Collecting and storing your data allows us to offer our users a user-friendly, efficient and
safe Internet service. We use the personal data we have collected and processed in order
to submit information to third parties within the Community, to send the newsletter as well
as to implement the agreements concluded between ourselves and users regarding the
use of our platform (cf. our General Conditions of Business and Use) or any further agree-
ments. In other respects, our general data-processing activities serve to improve our ser-
vices and the security level at which they are offered, but in this case we use no personal
data. This type of processing is handled anonymously or with pseudonyms.

2. Manner and Scope of Collection and Processing
a) Inventory Data

We collect and process personal data when a user registers with us and opens a user ac-
count, and, once he has opened such an account, makes use of our service. When a user
account is opened, we first ask users to provide only the following data (hereinafter re-
ferred to as “inventory data”):

- an e-mail address,

- auser name and password selected by the user (this password is encrypted and
at no time visible in clear text),

- the user's gender,

- date of birth, and

- the town/city and country of the user's residence.

Users also have the option of giving their first and last names. For users choosing this op-
tion, first and last names become part of the inventory data record.



Depending on type of payment, fee-based service packages involve certain additional
data (e.g. bank account information). Furthermore, a user can also broaden his user pro-
file by providing additional data. Such additional data also becomes part of the inventory
data.

We need the inventory data to manage our users' user accounts; storing this data also al-
lows us to reach our users if problems arise. The data is also necessary for us to imple-
ment the agreement regarding the use of our platform as well as any further agreements.

Our registered users receive an electronic newsletter sent to their e-mail address. These
newsletters, which are published at reasonable intervals, contain editorial information in-
volving our offers, topical advertising and similar material. Users may cancel receipt of the
newsletter at any time.

In connection with the provision of our services, we also use cookies that are stored per-
manently in our users' computers (in this regard cf. point 5 below).

b) Utilisation Data

When users register with us, we store their computers' IP addresses in order to protect
ourselves against abuse and fraud. For the same reason, we also temporarily store the IP
addresses of all registered and other users of our service when they visit our website. By
accepting the present privacy notice, a user consents to this data collection and storage.

c) Use of the Website and Utilisation Profiles

Internet users can visit our web pages at any time without providing any personal data.
However, we do set up a so-called utilisation profile under a pseudonym whenever our
websites are visited by registered users or other Internet users.

aa) We use these utilisation profiles to gather and store anonymised data for market-
ing and optimisation purposes. For instance, this might include data regarding the
web page from which a user has accessed our service, the name of the user's In-
ternet Service Provider, what web pages the user has visited within our Internet
offer (cf. however sec. 2 c) bb)) as well as the date and duration of the visit. This
already anonymised data is then used to draw up utilisation profiles that are
stored under pseudonyms. Cookies may also be used in this regard (cf. point 5
below).

At no time is this data linked with other data regarding the identity of the person
behind the pseudonym. This means, for example, that we do not store a particular
user's utilisation patterns, but only that there is an indefinite user with this utilisa-
tion pattern. No data is stored that might allow conclusions to be drawn, for in-
stance, regarding a user's personal click and/or read patterns.

bb) Beyond the utilisation profiles described in sec. 2 c) aa), we also reserve the op-
tion of setting up a function through which our users can recognise what other
users have recently visited their pages (by disclosing user names). To make such
a function available, we would have to set up and store restricted utilisation pro-
files in non-anonymised form. By accepting the present privacy notice, users con-
sent to their data being stored and processed in this manner. We use these re-



stricted utilisation profiles exclusively for the purpose of being able to offer the
function described herein.

Users may also at any time revoke their consent to data collection and storage pursuant
to this sec. 2 c).

Our website may contain links to the websites of third-party providers not connected with
mokono GmbH. Once a user has clicked on such a link, we no longer have any influence
on the processing of any personal data made available to third parties as a result of click-
ing the link (for instance the IP address or the URL where the link is located), as the activ-
ities of third parties are by their very nature not within our control. We can therefore as-
sume no responsibility for the processing of such personal data by third parties.

3. Passing on information to third parties

We operate online communities where users can publish information about themselves,
their profession, their hobbies, etc. and make this information available to third parties on
our website. The nature of this service therefore also includes the publication and thus the
“passing on” of personal data.

However, users themselves largely decide what information they wish to convey. Any per-
sonal data is therefore provided on a voluntary basis and is intended to allow other users
and visitors to the website to get to know the user providing it. We make the data provided
or released voluntarily by users available to all other users and to other visitors at the cor-
responding locations of our website. Moreover, users can determine who should have ac-
cess to the content placed on the site — anyone or only specific other users.

Beyond this, we pass on users' personal data to third parties only if and in so far as this
may be necessary to implement our contractual relationships with users, if we are oblig-
ated to do so by law, or in the event that this may be necessary to implement our General
Conditions of Business and Use or any other agreements concluded with our users, or to
assert our rights and claims. In particular, we are entitled to pass on user data to credit
reference agencies as may be necessary for verification of creditworthiness in cases
where a user has opted for a fee-based service package.

If a user's personal data needs to be passed on for purposes not specified herein, we
shall in every individual case solicit the user's consent. It goes without saying that if a user
refuses consent no data will be passed on.

4. Information, amendments, cancellation, suspension of service

If requested to do so in writing or in any other text format, we shall at any time provide our
users with information regarding what personal data we have stored about them. Further-
more, users may at any time have us block or delete the data of their user accounts, and
thus whatever personal data we have stored about them. The only data not deleted is in-
formation required by us to carry out any outstanding tasks or to assert our rights as well
as data we are called upon by law to store for a longer period. No activity is then possible
within our services without renewed registration.



5. Cookies

Our web pages make use of so-called cookies. Cookies are small files stored on your
hard disk through which we receive certain information to us — IP address, log-on data,
user's type of browser and browser version, e-mail addresses, URL clickstream (what
pages of our website the user has visited, and in what order), date and time of user's visit
and cookie number.

The use of cookies at registration and within the scope of subsequent use of our services
enables us above all to recognise the user whenever he revisits our website after an earli-
er session. For this function to apply, however, a user must select the corresponding op-
tion on our websites. With cookies we can also fine-tune our offer to the individual needs
of a user.

We also use cookies to gather statistics on the frequency of visits to the individual pages
of our Internet presence, to record general navigation patterns and, if applicable, to set up
pseudonym-based profiles (cf. above).

For users wishing to block the use of cookies, browsers offer the option of stopping ac-
ceptance and storage of cookies. In order to find out how this works for a particular
browser, users can call up their browser’s help function or ask the manufacturer. We point
out, however, that the cookies function must be switched on for user registration and for
logging on for subsequent visits.

6. Security

We apply technical and organisational security measures to ensure that our users' per-
sonal data is protected against loss, incorrect changes and unauthorised access by third
parties. In any case, only authorised persons have access to our users' personal data,
and this only to the extent necessary within the scope of the purposes described above.
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